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There are two kinds of cryptography in this world:
cryptography that will stop your kid sister from reading your
tiles, and cryptography that will stop major governments from
reading your files.
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tiles, and cryptography that will stop major governments from
reading your files.
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We shall mainly deal with the latter.
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Before you start

First, make sure that there are neither viruses nor spyware on
your computer.
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First, make sure that there are neither viruses nor spyware on
your computer.

There are viruses whose purpose is to intercept text between
the keyboard and the computer. Then they forward the text to
third-party locations.

So, even the best cryptographic tools will not help if your
correspondence is intercepted pre-encryption. Spyware may be
even worse.
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Before you start

First, make sure that there are neither viruses nor spyware on
your computer.

There are viruses whose purpose is to intercept text between
the keyboard and the computer. Then they forward the text to
third-party locations.

So, even the best cryptographic tools will not help if your
correspondence is intercepted pre-encryption. Spyware may be
even worse.

Install and use GnuPG. It is available from

http://www.gnupg.org/
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Two famous opinions

“Ceux qui se vantent de lire les lettres chifrées sont de plus grands
charlatans que ceux qui se vanteraient d’entendre une langue qu’ils
n’ont point apprise.”

Voltaire (Dictionnaire philosophique, 1769)

“It may be well doubted whether human ingenuity can construct an
enigma of this kind [a cryptogram | which human ingenuity may not,
by proper application, resolve.”

E. A. Poe, (in The Gold Bug, 1843)
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Two famous opinions

“Ceux qui se vantent de lire les lettres chifrées sont de plus grands
charlatans que ceux qui se vanteraient d’entendre une langue qu’ils
n’ont point apprise.”

Voltaire (Dictionnaire philosophique, 1769)

“It may be well doubted whether human ingenuity can construct an
enigma of this kind [a cryptogram | which human ingenuity may not,
by proper application, resolve.”

E. A. Poe, (in The Gold Bug, 1843)

Part of the course is devoted to finding out who of those
famous thinkers is closer to the truth.
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Cryptology |

This lectures mainly clarifies the subject of cryptology.
Generally speaking, cryptology is about communication in the
presence of adversaries.

Cryptology can be diveded into two major parts, i.e.,
cryptography and cryptanalysis.
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Cryptology |

This lectures mainly clarifies the subject of cryptology.
Generally speaking, cryptology is about communication in the
presence of adversaries.

Cryptology can be diveded into two major parts, i.e.,
cryptography and cryptanalysis.

Cryptography is the science or art of secret writing while
cryptanalysis is its natural counterpart, that is, the art of reading
secret messages. A classic goal of cryptography is privacy: two
or more parties wish to communicate in a way such that an
adversary knows nothing about what was communicated.
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The Basic Model |

SENDER RECEIVER
encrypts the plaintext m, ¢ receives the ciphertext ¢
¢ = E(m, k.), and sends and deciphers it:
the ciphertext ¢ m = D(c, ke)
c

EAVESDROPPER
reads the ciphertext c and
tries to decrypt it

Figure 1: The Basic Model
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The Basic Model Il

The message we want send is called plaintext. However, only
the intended recipients should be able to read and to
understand the message sent. Thus, messages are sent in
disguised form, and the disguised message is called the
ciphertext.
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enciphering or encryption, and the reverse process is referred to
as deciphering or decryption.
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The Basic Model Il

The message we want send is called plaintext. However, only
the intended recipients should be able to read and to
understand the message sent. Thus, messages are sent in
disguised form, and the disguised message is called the
ciphertext.

The process of converting a plaintext to a ciphertext is called
enciphering or encryption, and the reverse process is referred to
as deciphering or decryption.

We are confronted with contradictory requirements.
Encryption and decryption should be “easy;” i.e., they should
be computable using a reasonable amount of space and time.
On the other hand, decryption should be “hard;” i.e., the
adversary should either not be able to decipher the message
eavesdropped in principal or it should be computationally
infeasible for her to do so.
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Caesar’s System |

We exemplify this basic model using a cryptosystem invented
by Julius Caesar.

ABCDEFGHIJKLMNOPQRSTUVWXY Zb
YZbABCDEFGHI J KLMNOPQRSTUVWX

Figure 2: The Caesar system

A plaintext is easily encrypted by replacing each letter in it by
the corresponding letter displayed in the second row of the
above Figure, i.e., A is replaced by Y, B is replaced by Z and so
on. For example, WHY is encrypted into TEV.

The secret key is just the table above. Decryption is just the
opposite.
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'Cryp"té‘nalysis I

This cryptosystem fulfills the first two requirements established
above, i.e., encryption and deciphering are easy to compute
provided the table is known.

Does it also fulfill the 3rd requirement?
What can be said about the complexity of cryptanalysis in this
case?
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This cryptosystem fulfills the first two requirements established
above, i.e., encryption and deciphering are easy to compute
provided the table is known.

Does it also fulfill the 3rd requirement?
What can be said about the complexity of cryptanalysis in this
case?

Answering these questions requires some care. We have two
distinguish two cases.
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'Cryp"té‘nalysis I

This cryptosystem fulfills the first two requirements established
above, i.e., encryption and deciphering are easy to compute
provided the table is known.

Does it also fulfill the 3rd requirement?
What can be said about the complexity of cryptanalysis in this
case?

Answering these questions requires some care. We have two
distinguish two cases.
Case 1. The cryptosystem itself is unknown.

Case 2. The principal cryptosystem is known but the actual key
is is unknown.
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Cryptanalysis

In the following, we always assume Case 2.
There are the following reasons to do so:
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@ If a cryptosystem is hard to break in Case 2, it is even
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when assuming Case 2.
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Cryptanalysis

In the following, we always assume Case 2.
There are the following reasons to do so:

@ If a cryptosystem is hard to break in Case 2, it is even
harder to break in Case 1. Thus, we are on the safer side
when assuming Case 2.

@ The experience gained shows that the principal structure

of a cryptosystem cannot be kept secret for a long time.
Thus, we are again safer when assuming Case 2.
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Cryptanalysis

In the following, we always assume Case 2.
There are the following reasons to do so:

@ If a cryptosystem is hard to break in Case 2, it is even
harder to break in Case 1. Thus, we are on the safer side
when assuming Case 2.

@ The experience gained shows that the principal structure
of a cryptosystem cannot be kept secret for a long time.
Thus, we are again safer when assuming Case 2.

So, we follow Kerckhoffs (1883) principle: A cryptosystem is
secure, if one, knowing the cryptosystem and the algorithms used,
cannot decipher the cryptotext and obtain the plaintext unless the key
used is known.
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Cryptanalysis I

We generally distinguish the following sources of information
available to an eavesdropper: Her task is to decipher the whole
messages or at least part of them.
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We generally distinguish the following sources of information

available to an eavesdropper: Her task is to decipher the whole
messages or at least part of them.

Case 2.1. Ciphertext only.

In this scenario the adversary has eavesdropped
messages encrypted by using the same key.
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We generally distinguish the following sources of information
available to an eavesdropper: Her task is to decipher the whole
messages or at least part of them.
Case 2.1. Ciphertext only.
In this scenario the adversary has eavesdropped
messages encrypted by using the same key.
Case 2.2. Ciphertext obtained from known plaintext.
Now, the adversary has additionally access to some
message in plaintext (or part of a longer message) and
knows its particular encryption. This variant appears
most often in practical situations.

©Thomas Zeugma
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Cryptanaly3|s 1]

We generally distinguish the following sources of information
available to an eavesdropper: Her task is to decipher the whole
messages or at least part of them.
Case 2.1. Ciphertext only.
In this scenario the adversary has eavesdropped
messages encrypted by using the same key.
Case 2.2. Ciphertext obtained from known plaintext.
Now, the adversary has additionally access to some
message in plaintext (or part of a longer message) and
knows its particular encryption. This variant appears
most often in practical situations.
Case 2.3. Ciphertext obtained from plaintext chosen by the
adversary.
In this scenario, the adversary has been able to force the

sender to encrypt some plaintext carefully chosen by
herself.
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Cryptanalysis IV

As we shall see later, the third scenario is also well conceivable,
and part of the design of a cryptosystem has to be devoted to
avoid such attacks to a large extent.

Now, let us attack Caesar’s system.
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As we shall see later, the third scenario is also well conceivable,
and part of the design of a cryptosystem has to be devoted to
avoid such attacks to a large extent.

Now, let us attack Caesar’s system.

Caesar’s cryptosystem is nothing else than a cyclical shift of the
alphabet A. Thus, knowing the cipher of one letter is already
sufficient to break it.
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Cryptanalysis IV

As we shall see later, the third scenario is also well conceivable,
and part of the design of a cryptosystem has to be devoted to
avoid such attacks to a large extent.

Now, let us attack Caesar’s system.

Caesar’s cryptosystem is nothing else than a cyclical shift of the
alphabet A. Thus, knowing the cipher of one letter is already
sufficient to break it.

So, in Case 2.3 the adversary has no difficulties at all. The same
applies mutatis mutandis to Case 2.2.
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Cryptanalysis \Y;

As we shall see later, the third scenario is also well conceivable,
and part of the design of a cryptosystem has to be devoted to
avoid such attacks to a large extent.

Now, let us attack Caesar’s system.

Caesar’s cryptosystem is nothing else than a cyclical shift of the
alphabet A. Thus, knowing the cipher of one letter is already
sufficient to break it.

So, in Case 2.3 the adversary has no difficulties at all. The same
applies mutatis mutandis to Case 2.2.

There are only 27 cyclical shifts. Thus, even in Case 2.1 the
adversary has no principal difficulty to decipher the message
received. Trying all possibilities is feasible and leads to
successful encryption.
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Cryptanalysis V

Observation: Cryptosystems must be designed in a way such that
the number of possible keys is huge.
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Observation: Cryptosystems must be designed in a way such that
the number of possible keys is huge.

Let us again take our alphabet A and as the set of all possible
keys we consider all permutations of A. This would be the
most general version of the Cesar system.

Thus, we have 27! many keys, and since 27! < 8- 10% just trying
them all is not feasible. Even if we could test 10° many
permutations per second, this exaustive testing would take
roughly 10'! years.

©Thomas Zeugmann



0000800

Cryptanalysis V

Observation: Cryptosystems must be designed in a way such that
the number of possible keys is huge.

Let us again take our alphabet A and as the set of all possible
keys we consider all permutations of A. This would be the
most general version of the Cesar system.

Thus, we have 27! many keys, and since 27! < 8- 10% just trying
them all is not feasible. Even if we could test 10° many
permutations per second, this exaustive testing would take
roughly 10!! years.

So, at first glance, everything looks fine. Unfortunately, there is
a “but,” and in this case it sounds “but there is frequency
analysis.”

©Thomas Zeugmann
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‘Cryptanalysis VI

The background of frequency analysis is the observation that
letters appear with different frequencies in natural language.
For example, in German we have the following picture:

E |1846% || R | 714% | T | 522 %
N |1142% || S | 7.04% || U | 5.01 %
I | 802% || A|538% | D|494%

©Thomas Zeugmann
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Cryptanalysis Vi

The background of frequency analysis is the observation that
letters appear with different frequencies in natural language.
For example, in German we have the following picture:

E |1846% || R | 714% | T | 522%
N |1142% || S | 7.04% || U | 5.01 %
I | 802% || A|538% | D|494%

Note that there is no absolute table for the relative frequencies
of letters, since they vary in dependence on the subjects. For
instance, if we compute frequencies in stock market reports and
book of tales, then you get different values. Nevertheless, in
German texts the letters E and N always have the highest
frequency.
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Cryptanalysis VII

Now, the idea of frequency analysis is to compute the
frequencies in the ciphertext and to try a mapping with respect
to the table displayed above. It works very often quite well.
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Cryptanalysis VII

Now, the idea of frequency analysis is to compute the
frequencies in the ciphertext and to try a mapping with respect
to the table displayed above. It works very often quite well.

So far, we have considered cryptosystems that enciphered all
plaintext message units using one and the same rule. Such
cryptosystems are referred to as monoalphabetic systems. In
contrast, in the following we study cryptosystems working as
follows: The first plaintext message unit is enciphered using
Rule 1, the second plaintext message unit is enciphered using
Rule 2, ..., the kth plaintext message unit is enciphered
applying Rule k. In case the plaintext contains more than k
plaintext message units, one applies the rules modulo k.
Such systems are called polyalphabetic.

©Thomas Zeugmann
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N<OUQAHRRUD~—~M8ASZO0A0OXNEHD > Z X >
H*N<C<RUAMEKOI~—XASZOA0OMOED>Z X
XAN<RUARMEUOL~—¥A3SZ0r0MnED>Z
EXANCRUARRUI—~—XA3Z0~0nE=D>
SEXAN<CRAUAHEKOIL—=—¥ASZ0a0MnED
D>ZXRANCRUAHKUL ==X ASZ0~0Mvn =
HD>ZX>N<RUAHMEKOT~—XA3SZ0~0M®n
DED>ZXAN<<RUAREKUOLT—~—XASZ0~0x
MOEDPFPEZXAN<CRUAMEKOI——¥A3Z0~0
OXNED>PZIXANCRUARKUD—~—¥ A3 Z0m~
EOMOED>EZX>N<RUAREOTD—~—4A32Z20
CrOMOEDFEZX>NCAUAUNEKOT——¥A32Z
ZOMOMOED>EZX>NC<RUARELOI ——¥AS
SZOrOMOEDEZXANCRUABEUI — —¥ 2
QS ZOA0OMOED>EZX>N<RUAREQUI——M
MASZOROMOED>EZX>NC<RUARELOT —~—
—YASZOROMOED>EX>N<RUAXKLYI—~
== ASZOAROKEOED>EZXAN<RUAMEQOT
I——¥ASZOrROMOED>ZX>N<AUAXELQ
OL—=—M4ASZO0O0OMOED>ZX>N<mUAMEK
EHUOLD——¥ASZOROKOWED>ZX>N<nUAM
HEQOE—~—MASZOA0OMOED>ZX>N<RUA
AREOID ==~ ASZO~R0OKOED>ZX>N<OU
UVARERUID-—X8A3Z0~0MnED>Z X NI/
MUAHEUOD~—~ASZO~R0OMOED>Z XN
<OUABEUO——MASZO0~A0XOED>Z X >N

Ciphertext:
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XAN<RAUARMEUOIL~—¥A3SZ00MnED>Z
EXANCOAUABHEOT—=—NMASZ080n =D >
SEZXAN<CRAUVAHEKOIL—=—¥ASZ0a0MnED
D>ZXRANCRUAHKULI ==X ASZ0~0Mvn =
HD>ZX>N<RUAMEKOT~—XA3SZ0~0M®n
DED>ZXAN<<RUARELKUOLT—~—XASZ0~0N
MOEDPFPEZXAN<CRUAMEKOIT——¥A3Z0~0
OXNED>PZIX>NCRUARKUD—~—¥ A3 Z0~
EOMOED>EZX>N<RUAREOID—~—4A32Z20
CrOMOEDFEZX>NCAUAUNEKOT——¥A3Z
ZOMOMOED>EZX>N<C<RUARELOI ——¥AS
SZOMOMOEDSZX>NCRUABEQOT ——M A
QS ZOA0OMOED>EZX>N<RAUAREQUI——M
MASZOROMOED>EZX>NCRUARELOT —~—
—YASZOROMOED>EX>N<RUAXKLY I~
== ASZOAROKEOED>EZXAN<RUAMEQOT
I——¢ASZOrR0OMOED>ZXAN<RAUAXELQ
O == ASZO0O0OMOED>ZX>N<mUA DK
EHUOD—=—¥ASZOR0OKOWED>ZX>N<mUAM
HEQOE—~—MASZOM0OOED>ZX>N<RUA
AREOID ==~ ASZO~R0OKOED>ZX>N<MU
UARERUID-—X8A3Z0~0MnED>Z X NI/
MUAHEUOD~—ASZO~R0OMOED>Z X AN
<OUAMEUO——M¥ASZO0~A0XnED>Z X >N

Ciphertext: O
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MASZOROMOED>EZX>NC<RUARELOT —~—
—YASZOROMOED>EX>N<RUAXKLY I~
== ASZOAROKEOED>EZXAN<RUAMEQOT
I——¥ASZOrR0OMOED>ZX>N<AUAXMELQ
OL—=—MASZO0OLOMOED>ZX>N<mUADK
EHUOD == A3 ZOR0OKOWED>ZX>N<mUAM
HEQOE—~—MASZOA0OKOED>ZX>N<RUA
AREOID ==~ ASZO~R0OKOED>ZIX>N<OU
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Ciphertext: OR
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SEZEXAN<CAUAHEKOIL—=—¥ASZ0a0MnED
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—YASZOROMOED>EX>N<RUAXKLY I~
== ASZOAROKEOED>EZXAN<RUAMEOT
I——¥ASZOrR0OMOWED>ZX>N<RAUAXELQ
O == ASZO0OR0OMOED>ZX >N @K
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HEQOL—~—MASZOA0OOED>ZX>N<RUA
AREOID ==~ ASZO~R0OKOED>ZX>N<OU
UARERUID-—X8A3Z0~0MnED>Z X NI/
MUAHEUOD~—~ASZO~R0OMOED>Z XN
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Ciphertext: ORE
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— = ASZOM0OMOED>ZX>N<<RUAMEOT
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EHUOLD—=—¥ASZOR0OKOWED>ZX>N<nUAM
HEQOL—~—MASZOA0OKMOED>ZX>N<RUA
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Ciphertext: OREX
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EXANCRUARKRUI—~—XA3Z0~0nE=D>
SEXAN<CRAUAHEKOIL—=—¥ASZ0a0MnED
D>ZXRANCRUAHKULI ==X ASZ0~0Mv» =
HD>ZX>N<RUAHMEKOT~—XASZ0~0M®n
DED>ZXAN<CRUAREKUOLT—~—XASZ0~0x
MOEDPFPEZXAN<CRUAMEKOIT——¥A3Z0~0
OXNED>PZIXANCRUARKUD—~—¥ 33 Z0m~
EOMOED>EZX>N<RUAREOID—~—4A32Z20
CrOMONEDFEZX>NCAUAUNEKOT——¥A32Z
ZOMOMOED>EZX>NC<RUARELOI ——¥AS
SZOrOMOEDEZXANCRUABEUI — —¥ 2
ASZOA0OMOED>EZX>N<RUAREQUI—~—M
MASZOROMOED>EZX>NCRUARELOT —~—
—YASZOROMOED>EX>N<RUAXKLY I~
== ASZOAROKEOED>EZXAN<RUAMEOT
I——¥ASZOrROMOWED>ZX>N<RAUAXELQ
OL—=—M4ASZO0OMOED>ZX>N<mUA DK
EHUOLD—=—¥ASZOR0OKOWED>ZX>N<OUAM
HEQOE—~—ASZOM0OKOED>ZX>N<RUA
AREOID == ASZO~R0OOED>ZIX>N<MU
UAEEOIT~—MYASZOR0OMOED>ZTX>N<®
MUAHEUOD~—~ASZO~R0OMOED>Z XN
<PUAEEUIN——M¥ASZ0~0XN=D>Z X >N

Ciphertext: OREXV
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CRYPTOLOGY

N<OUQAHRRUD~—~M8ASZO0OA0OXNEHD > Z X >
H*N<C<RUAHMEKOI~—XASZOA0OMOED>Z2 X
XAN<RUARMEUOT~—¥A3SZ00MnED>Z
EXANCRUARKRUI—~—XA3Z0~0nED>
SEXAN<CRAUVUAHEKOIL—=—¥ASZ0a0MnED
D>ZXRANCRUAHKUL ==X ASZ0~0Mv» =
HD>ZX>N<RUAHEKOT~—XA3SZ0~0M®n
DED>ZXAN<<RUAREKUOL—~—¥ASZ0~0x
ENED>ZXAN<CRUABRKOT~—~¥ASZ0~0
OXNED>PZIXANCRUARKUD—~—¥ A3 Z0m~
EOMOED>EZX>N<RUAREOID—~—4A32Z20
OrOMVED>EZXANCRUAKMEKUI ~—MXA32Z
ZOMOMOED>EZX>N<C<RUARELOI ——¥AS
SZOAOMOEDSZX A N<RUAREQOI ~—NJ
QS ZOA0OMOED>EZX>N<RAUAREQI—~—M
MASZOROMOED>ZEX>N<CRUARELOT —~—
—YASZOROMOED>EX>N<RUAXKLY I~
== ASZOAROKEOED>ZXAN<RUAMEQOT
I——¥ASZOrR0OMOWED>ZX>N<RAUAXRELQ
OL—=—4ASZOL0OMOED>ZX>N<mUAMEK
EHUOLD—=—¥ASZOR0OKOWED>ZX>N<OUAM
HEQOE—~—MASZOA0OMOED>ZX>N<RUA
AREOID ==~ ASZO~R0OKOED>ZX>N<OU
UVARERUD-—X8A3Z0~0MnED>Z X NI/
MUAHEUOD~—ASZO~R0OMOED>Z XN
<PUABEUOIN——M¥ASZO0~A0XOED>Z X >N

Ciphertext: OREXVA
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N<OUQAHRERUD~—~M8ASZO0A0OXOEHD > Z X >
H*N<C<RUAMEKOI~—XASZOA0OMOED>Z2 X
XAN<RUARMEUOLT~—¥ASZ0r0MnED>2
EXANCRUARKRUI—~—XA3Z0~0nE=D>
SEXAN<CRAUAHEKOIL—=—¥ASZ0a0MnED
D>ZXRANCRUAHKEKUL ==X ASZ0~0Mv» =
HD>ZX>N<RUAMEKOT~—XASZ0~0M®n
DED>ZXAN<CRUAREKUOLT—~—XASZ0~0x
EOEDPFPEZXAN<CRUAMEKOIT——¥A3Z0~0
OXNED>PZIXANCRUARKUD—~—¥ 33 Z0m~
EOMOED>EZX>N<RUAREOID—~—4A32Z0
CrOMOEDFEZX>N<CAUAUNEKOT——¥A32Z
ZOMOMOED>EZX>N<C<RUARELOI ——¥AS
SZOrOMOEDEZXANCRUABEUI — —¥ 2
NS ZOA0OMOED>EZX>N<RUAREQI——M
MASZOROMOED>EZX>NCRUARELOT ——
—YASZOROMOED>EX>N<RUAXKLY I~
== ASZOAROKEOED>EZXAN<RUAMEOT
I——¥ASZOrROMOED>ZX>N<RAUAXMELQ
OL—=—M4ASZO0OLOMOED>ZX>N<mUAMEK
EHUOLD == A3 ZOR0OKOWED>ZX>N<mUAM
HEQOE—~—MASZOM0OMOED>ZX>N<CRUA
AREOID ==~ ASZO~R0OXKOED>ZX>N<MU
UARERUID -~ A3Z0~0MnED>Z X NI/
MUAHEUOD~—ASZO~R0OMOED>Z XN
<OUABEUOIO——M¥ASZ0~A0XnED>Z X >N

Ciphertext: OREXVAL
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CRYPTOLOGY

N<OUQAHRERUD~—~M8ASZO0A0OXOEHD>Z X >
H*N<C<RUAMEKOI~—¥ASZOA0OMOED>Z X
XAN<RUARMEUOT~—¥ASZ0r0MnED>2
EXANCRUARKRUI—~—XA3Z0~0nE=D>
SEXAN<CRAUAHEKOIL—=—¥ASZ0a0MnED
D>ZXRANCRUAHKUL ==X ASZ0~0Mvn =
HD>ZX>N<RUAHMEKOT~—XASZ0~0M®n
DED>ZXAN<RUAREKUOLT—~—¥ASZ0~0x
EAED>ZEXAN<CRUABRKOT~—~¥ASZ0~0
OXNED>PZIXANCRUARKUD—~—¥ A3 Z0~
EOMOED>EZX>N<RUAREUOTD—~—4A32Z20
OrOMVED>EXANCRUAKMEKUI —~—MXA32Z
ZOMOMOED>EZX>NC<RUARELOI ——¥AS
SZOAOMOED>ZIX>NL<RUA@ME QT ——Y A
NS ZOAM0OMOED>ZX>N<RUAREQI—~—M
MASZOROMOED>ZEX>NC<RUARELOT —~—
—YASZOROMOED>EX>N<RUAXKLY I~
== ASZOAROKEOED>EZXAN<RUAMEQOT
I——¥ASZOrROMOED>ZX>N<RAUAXELQ
OL—=—4ASZO0OL0OMOED>ZX>N<mUA DK
EHUOLD—=—¥ASZOROKOWED>ZX>N<mUAM
HEQOE—~—MASZOM0OKMOED>ZX>N<RUA
AREOID ==~ ASZO~R0OKOED>ZIX>N<MU
UARERUD -~ A3Z0~0MnED>Z X NI/
MUAHEUOD~—ASZO~R0OMOED>Z X AN
<PUABEUOIN—=—M¥ASZO0~A0XOED>Z X >N

Ciphertext: OREXVALU
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CRYPTOLOGY

N<OUQAHRRUD~—~M8ASZO0A0XOEHD>Z X >
*N<C<RUAMEOI~—¥ASZOA0OMOED>Z2 X
XAN<RUAREUOT~—¥A3SZ00MnED>Z
EXANCRUARRUI—~—XA3Z0~0nED>
SEXAN<CRAUAHEKOIL—=—¥ASZ0a0MnED
D>ZXRANCRUAHKEKUL ==X ASZ0~0Mv» =
HD>ZX>N<RUAHMEKOT~—XASZ0~0M®n
VED>ZXAN<<RUARELKUOLT—~—XASZ0~0x
ENED>ZXAN<CRUARKOT~—~¥ASZ0~0
OXNED>PZIXANCRUARKUD—~—¥ A3 Z0~
EOMOED>EZX>N<RUAREOID—~—4A32Z0
OrOMVED>EZXANCRUAREKUI ~—MXA32Z
ZOMOMOED>EZX>N<C<RUARELOI —~—¥AS
SZOAOMOED>ZIX>NCRUA@ME QT —~—Y A
NS ZOA0OMOED>EZX>N<RAUAREQUI——M
MASZOROMOED>EZX>NCRUARELOT —~—
—YASZOROMOED>EX>N<RUAXKLY I~
— = ASZOM0OMOED>ZX>N<<RUAMEOT
I——¥ASZOrR0OMOED>ZX>N<RAUAXMELQ
OL—=—M4ASZOOMOED>ZX>N<mUAMEK
EHUOD—=—¥ASZOR0OKOWED>ZX>N<nUAM
HEQOL—~—MASZOM0OMOED>ZX>N<RUA
AREOID ==~ ASZO~R0OKOED>ZIX>N<OU
UARERUID-—XA3Z0~0MnED>Z X NI/
MUAHEUOD~—ASZO~R0OMOED>Z X AN
<OUAEEUTD—=—M¥ASZO0~A0XOED>Z X >N

Ciphertext: OREXVALUO
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CRYPTOLOGY

N<OUQAHRRUD~—~M8ASZO0A0OXOED>Z X >
*N<RUAMEOI~—¥ASZOA0OMOED>Z2 X
XAN<RUARMEUOT~—¥A3SZ0r0MnED>Z
EXANCRUARKRUI—~—XA3Z0~0nE=D>
SEZXAN<CRAUAHEKOIL—=—¥ASZ0a0MnED
D>ZXRANCRUAHKUL ==X ASZ0~0Mvn =
HD>ZX>N<<RUAHMEKOT~—XASZ0~0M®n
DED>ZXAN<CRUAREKUOLT—~—XASZ0~0x
ENED>ZXAN<CRUABRKOT~—~¥ASZ0~0
OXNED>PZIXANCRUARKUD—~—¥ A3 Z0m~
EOMOED>EZX>N<RUAREOID—~—4A32Z20
O~ OMVED>EXANCRUAREKUI ~—MXA32Z
ZOMOMOED>EZX>N<C<RUARELOI ——¥AS
SZOAMOMONED>ZX>NCRUA@ME QT ——Y A
QS ZOAM0OMOED>EZX>N<RUAREQUI—~—X
MASZOROMOED>EZX>N<C<RUARELOT ——
—YASZOROMOED>EX>N<RUAXKLY I~
== ASZOAROKEOED>EZXAN<RUAMEOT
I——¥ASZOrROMOED>ZX>N<AUAXELQ
OL—=—M4ASZOLOMOED>ZX>N<mUAMDK
EHUOD == A3 ZOR0OKOWED>ZX>N<nUAM
HEQOE—~—MASZOM0OMOED>ZX>N<RUA
AREOID ==~ ASZO~R0OKOED>ZX>N<MU
UAREUID -~ A3Z0~0MnED>Z XN/
MUAHEUOD~—~ASZO~R0OMOED>Z X AN
<OUABEUOIN——M¥ASZO0~A0OXnED>Z X >N

Ciphertext: OREXVALUOA




The Vigenére System Il

Vigeneére published his system
in 1585 and it took roughly 300
years before it was broken. It is
the periodicity of the repeating
key which leads to the weak-
nesses in this method and its
vulnerabilities to cryptanalysis.
Wilhelm Kasiski published in
1863 his book Die Geheimschrif-
ten und die Dechiffrir-Kunst con- Blaise de Vigenere
taining his famous algorithm. (1523-1596)

We therefore continue here with Kasiski’s algorithm.

©Thomas Zeugmann
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Kasiski’s Algorithm |

Step 1. Search all words vy, ..., v in the ciphertext that appear at
least twice in the ciphertext, i.e., search all v; such that the
ciphertext can be presented as w;viqiviri, where
Wwj, (i, 1; are also words over the cipher alphabet.

©Thomas Zeug;



Kasiski’s Algorithm |

Step 1. Search all words vy, ..., v in the ciphertext that appear at
least twice in the ciphertext, i.e., search all v; such that the
ciphertext can be presented as w;viqiviri, where
Wwj, (i, 1; are also words over the cipher alphabet.

Step 2. For each v; found, i = 0,...¢, compute all divisors of [vi (.

©Thomas Zeug;



Kasiski’s Algorithm |

Step 1. Search all words vy, ..., v in the ciphertext that appear at
least twice in the ciphertext, i.e., search all v; such that the
ciphertext can be presented as w;viqiviri, where
Wwj, (i, 1; are also words over the cipher alphabet.

Step 2. For each v; found, i = 0,...¢, compute all divisors of [vi (.
Step 3. Order the divisors found in Step 2 by their frequency.
Starting with the most frequent one try for each divisor a

monoalphabetic attack until a “meaningful” plaintext has
been discovered.

©Thomas Zeugmann
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Kasiski's Algorithm i

O®00000000000

Lemma 1 (Kasiski)

Let d be the length of the key word used. Then, for every key word of
length d, the corresponding Vigenere Substitution can be decomposed
into d monoalphabetic substitutions.

Proof. Let w = s...s4_1 be any key word of length d, and let
koK1 ... km be the plaintext to be enciphered. We write the
plaintext in blocks of length d below the key word:

So S1 oo Sd—1
ko ki ... ka
ka kay1 ... koa—
koa ka1 ... Kkaa1

kea  Kear1 --- Kme

©Thomas Zeugmann



Intro ( to (¢ si

00®0000000000

Kasiski's Algorithm III

Hence, all plaintext message units in columni € {0,...,d — 1}
are enciphered by the same monoalphabetic substitution
defined by letter s; of the key word. More precisely, the first
letter of the alphabet A is mapped to si; thus canonically

defining a shift operation for the remaining letters. |

©Thomas Zeugma



Intro si
[e]e]e 0080000000000

Kasiski's Algorithm 11l

Hence, all plaintext message units in columni € {0,...,d — 1}
are enciphered by the same monoalphabetic substitution
defined by letter s; of the key word. More precisely, the first
letter of the alphabet A is mapped to si; thus canonically

defining a shift operation for the remaining letters. |

So, we should give it a try. The example is from Salomaa (1990).
The following ciphertext has been eavesdropped:

©Thomas Zeugmann
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AVXZHHCSBZHALVXHFMVTLHIGH
KALBRVIMOFHDKTASKVBMOSLAC
GLGMOSTPFULQHTSLTCKLVNTWW
HBWMSXSGAVHMLFRVITYSMOILH
PELHHLLILFBLBVLPHAVWYMTUR
ABABKVXHHBUGTBBTAVXHFMVTL
HIGHPNPZWPBZPGGVHWPGVBGLL
RALFXAVXTCLAQHTAHUABZHTRS
BUPNPZWPBZHGTBBTPGMVVTCSM
VCLTOESOLACOLKBAVMVCYLKLA
CGLGBMHALGMV]J]XPGHUZRHABZS
KHPELHBUMFLHTSPHEKBAVT]JCN
WZXVTLACGLGHUHHWHALBMOSKYV
CFJOGUCMISALOMLRIYCILFEFI
GSSLZWMPGOLFRZATSZGL ] XYPX
ZHBUURDWMOHALVXHFMVTLHIGH

What does it mean?

©Thomas Zeugmann



Remarks

0000800000000 000000000000

AVXZHHCSBZHALVXHFMVTLHIGH
KALBRVIMOFHDKTASKVBMOSLAC
GLGMOSTPFULQHTSLTCKLVNTWW
HBWMSXSGAVHMLFRVITYSMOILH
PELHHLLILFBLBVLPHAVWYMTUR
ABABKVXHHBUGTBBTAVXHFMVTL
HIGHPNPZWPBZPGGVHWPGVBGLL
RALFXAVXTCLAQHTAHUABZHTRS
BUPNPZWPBZHGTBBTPGMVVTCSM
VCLTOESOLACOLKBAVMVCYLKLA
CGLGBMHALGMV]XPGHUZRHABZS
KHPELHBUMFLHTSPHEKBAVT]JCN
WZXVTLACGLGHUHHWHALBMOSKYV
CFJOGUCMISALOMLRIYCILFEFI
GSSLZWMPGOLFRZATSZGL JXYPX
ZHBUURDWMOHALVXHFMVTLHIGH

©Thomas Zeugmann



Remarks

0000800000000 000000000000

AVXZHHCSBZHALVXHFMVTLHIGH
KALBRVIMOFHDKTASKVBMOSLAC
GLGMOSTPFULQHTSLTCKLVNTWW
HBWMSXSGAVHMLFRVITYSMOILH
PELHHLLILFBLBVLPHAVWYMTUR
ABABKVXHHBUGTBBTAVXHFMVTL
HIGHPNPZWPBZPGGVHWPGVBGLL
RALFXAVXTCLAQHTAHUABZHTRS
BUPNPZWPBZHGTBBTPGMVVTCSM
VCLTOESOLACOLKBAVMVCYLKLA
CGLGBMHALGMV]XPGHUZRHABZS
KHPELHBUMFLHTSPHEKBAVT]JCN
WZXVTLACGLGHUHHWHALBMOSKYV
CFJOGUCMISALOMLRIYCILFEFI
GSSLZWMPGOLFRZATSZGL JXYPX
ZHBUURDWMOHALVXHFMVTLHIGH

Step 1 gives vo = HALVXHFMVTLHIGH having |voqo| = 375

©Thomas Zeugmann



Remarks

0000080000000 000000000000

AVXZHHCS BZHALVXHFMVTLHIGH
KALBRVIMOFHDKTASKVBMOSLAC
GLGMOSTPFULQHTSLTCKLVNTWW
HBWMSXSGAVHMLFRVITYSMOILH
PELHHLLILFBLBVLPHAVWYMTUR
ABABKVXHHBUGTBBTAVXHFMVTL
HIGHPNPZWPBZPGGVHWPGVBGLL
RALFXAVXTCLAQHTAHUABZHTRS
BUPNPZWPBZHGTBBTPGMVVTCSM
VCLTOESOLACOLKBAVMVCYLKLA
CGLGBMHALGMV]J]XPGHUZRHABZS
KHPELHBUMFLHTSPHEKBAVT]JCN
WZXVTLACGLGHUHHWHALBMOSKYV
CFJOGUCMISALOMLRIYCILFEFI
GSSLZWMPGOLFRZATSZGL JXYPX
ZHBUURDWMOHALVXHFMVTLHIGH

Step 1 gives vo = HALVXHFMVTLHIGH having [voqo| = 375
and

©Thomas Zeugmann



Solution

[e]e]o]e]e] lele]e]ele]e]e]

AVXZHHCS BZHALVXHFMVTLHIGH
KALBRVIMOFHDKTASKVBMOSLAC
GLGMOSTPFULQHTSLTCKLVNTWW
HBWMSXSGAVHMLFRVITYSMOILH
PELHHLLILFBLBVLPHAVWYMTUR
ABABKVXHHBUGTBBTAVXHFMVTL
HIGHPNPZWPBZPGGVHWPGVBGLL
RALFXAVXTCLAQHTAHUABZHTRS
BUPNPZWPBZHGTBBTPGMVVTCSM
VCLTOESOLACOLKBAVMVCYLKLA
CGLGBMHALGMV]J]XPGHUZRHABZS
KHPELHBUMFLHTSPHEKBAVT]JCN
WZXVTLACGLGHUHHWHALBMOSKYV
CFJOGUCMISALOMLRIYCILFEFI
GSSLZWMPGOLFRZATSZGL JXYPX
ZHBUURDWMOHALVXHFMVTLHIGH

Step 1 gives vo = HALVXHFMVTLHIGH having [voqo| = 375
and v = VXHFMVTLHIGH having [v1q1,0| = 129 (first and
second) and [v1y,1| = 246 (second and third).

©Thomas Zeugmann



Remarks

0000008000000 000000000000

AVXZHHCS BZHALVXHFMVTLHIGH
KALBRVIMOFHDKTASKVBMOSLAC
GLGMOSTPFULQHTSLTCKLVNTWW
HBWMSXSGAVHMLFRVITYSMOILH
PELHHLLILFBLBVLPHAVWYMTUR
ABABKVXHHBUGTBBTAVXHFMVTL
HIGHPNPZWPBZPGGVHWPGVBGLL
RALFXAVXTCLAQHTAHUABZHTRS
BUPNPZWPBZHGTBBTPGMVVTCSM
VCLTOESOLACOLKBAVMVCYLKLA
CGLGBMHALGMV]XPGHUZRHABZS
KHPELHBUMFLHTSPHEKBAVT]JCN
WZXVTLACGLGHUHHWHALBMOSKYV
CFJOGUCMISALOMLRIYCILFEFI
GSSLZWMPGOLFRZATSZGL JXYPX
ZHBUURDWMOHALVXHFMVTLHIGH

In Step 1 we find [voqo| = 375, [viq1,0] = 129, [viq1,1| = 246,

©Thomas Zeugmann



Remarks

0000008000000 000000000000

AVXZHHCS BZHALVXHFMVTLHIGH
KALBRVIMOFHDKTASKVBMOSLAC
GLGMOSTPFULQHTSLTCKLVNTWW
HBWMSXSGAVHMLFRVITYSMOILH
PELHHLLILFBLBVLPHAVWYMTUR
ABABKVXHHBUGTBBTAVXHFMVTL
HIGHPNPZWPBZPGGVHWPGVBGLL
RALFXAVXTCLAQHTAHUABZHTRS
BUPNPZWPBZHGTBBTPGMVVTCSM
VCLTOESOLACOLKBAVMVCYLKLA
CGLGBMHALGMV]XPGHUZRHABZS
KHPELHBUMFLHTSPHEKBAVT]JCN
WZXVTLACGLGHUHHWHALBMOSKYV
CFJOGUCMISALOMLRIYCILFEFI
GSSLZWMPGOLFRZATSZGL JXYPX
ZHBUURDWMOHALVXHFMVTLHIGH

In Step 1 we find |[vgqq| = 375, |v1 q1,0/ =129, A2 q1,1| =246, and
VXH (in the 6th row, with distance 12)

©Thomas Zeugmann



Remarks

0000008000000 000000000000

AVXZHHCS BZHALVXHFMVTLHIGH
KALBRVIMOFHDKTASKVBMOSLAC
GLGMOSTPFULQHTSLTCKLVNTWW
HBWMSXSGAVHMLFRVITYSMOILH
PELHHLLILFBLBVLPHAVWYMTUR
ABABKVXHHBUGTBBTAVXHFMVTL
HIGHPNPZWPBZPGGVHWPGVBGLL
RALFXAVXTCLAQHTAHUABZHTRS
BUPNPZWPBZHGTBBTPGMVVTCSM
VCLTOESOLACOLKBAVMVCYLKLA
CGLGBMHALGMV]XPGHUZRHABZS
KHPELHBUMFLHTSPHEKBAVT]JCN
WZXVTLACGLGHUHHWHALBMOSKYV
CFJOGUCMISALOMLRIYCILFEFI
GSSLZWMPGOLFRZATSZGL JXYPX
ZHBUURDWMOHALVXHFMVTLHIGH

In Step 1 we find |[vgqq| = 375, |v1 q1,0/ =129, A2 q1,1| =246, and
VXH (in the 6th row, with distance 12) and AVX with distances
141, 39, VX gives also 180,

©Thomas Zeugmann



Remarks

0000008000000 000000000000

AVXZHHCS BZHALVXHFMVTLHIGH
KALBRVIMOFHDKTASKVBMOSLAC
GLGMOSTPFULQHTSLTCKLVNTWW
HBWMSXSGAVHMLFRVITYSMOILH
PELHHLLILFBLBVLPHAVWYMTUR
ABABKVXHHBUGTBBTAVXHFMVTL
HIGHPNPZWPBZPGGVHWPGVBGLL
RALFXAVXTCLAQHTAHUABZHTRS
BUPNPZWPBZHGTBBTPGMVVTCSM
VCLTOESOLACOLKBAVMVCYLKLA
CGLGBMHALGMV]XPGHUZRHABZS
KHPELHBUMFLHTSPHEKBAVT]JCN
WZXVTLACGLGHUHHWHALBMOSKYV
CFJOGUCMISALOMLRIYCILFEFI
GSSLZWMPGOLFRZATSZGL JXYPX
ZHBUURDWMOHALVXHFMVTLHIGH

In Step 1 we find |[vgqq| = 375, |v1 q1,0/ =129, A2 q1,1| =246, and
VXH (in the 6th row, with distance 12) and AVX with distances
141, 39, VX gives also 180, and HAL with distances 246, 60, 69.

©Thomas Zeugmann



Computing Divisors

for 375: 1, 3, 5, 25, 125, 15, 75, 375,

©Thomas Zeugmann



Computing Divisors

for 375: 1, 3, 5, 25, 125, 15, 75, 375,
for 129: 1, 3, 43, 129,

©Thomas Zeugmann



Computing Divisors

for 375: 1, 3, 5, 25, 125, 15, 75, 375,
for 129: 1, 3, 43, 129,
for 246: 1,2, 3,41, 6, 82,123, 246,
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Computing Divisors

for 375: 1, 3, 5, 25, 125, 15, 75, 375,

for 129: 1, 3, 43, 129,

for 246: 1,2, 3,41, 6, 82,123, 246,

for180: 1,2, 3,4, 6, 5, 10, 15, 20, 45, 12, 36, 180,
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Computing Divisors

for 375: 1, 3, 5, 25, 125, 15, 75, 375,

for 129: 1, 3, 43, 129,

for 246: 1,2, 3,41, 6, 82,123, 246,

for180: 1,2, 3,4, 6, 5, 10, 15, 20, 45, 12, 36, 180,
for 141: 1, 3,47, 141,

©Thomas Zeugmann



Computing Divisors

for 375: 1, 3, 5, 25, 125, 15, 75, 375,

for 129: 1, 3, 43, 129,
for246:1,2,3,41,6,82,123, 246,

for180: 1,2, 3,4, 6,5, 10, 15, 20, 45, 12, 36, 180,
for 141: 1, 3,47, 141,

for 60: nothing new, because 60 divides 180,
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Computing Divisors

for 375: 1, 3, 5, 25, 125, 15, 75, 375,

for 129: 1, 3, 43, 129,
for246:1,2,3,41,6,82,123, 246,

for180: 1,2, 3,4, 6,5, 10, 15, 20, 45, 12, 36, 180,
for 141: 1, 3,47, 141,

for 60: nothing new, because 60 divides 180,
for 39: 1, 3, 13, 39,
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"Computing Divisors

for 375: 1, 3, 5, 25, 125, 15, 75, 375,

for 129: 1, 3, 43, 129,
for246:1,2,3,41,6,82,123, 246,

for180: 1,2, 3,4, 6,5, 10, 15, 20, 45, 12, 36, 180,
for 141: 1, 3,47, 141,

for 60: nothing new, because 60 divides 180,
for 39: 1, 3, 13, 39,

for 69: 1, 3, 23, 69, and
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B 0000000800000

"Computing Divisors

for 375: 1, 3, 5, 25, 125, 15, 75, 375,

for 129: 1, 3, 43, 129,

for246: 1,2,3,41, 6, 82,123, 246,

for180: 1,2, 3,4, 6,5, 10, 15, 20, 45, 12, 36, 180,
for 141: 1, 3,47, 141,

for 60: nothing new, because 60 divides 180,
for 39: 1, 3, 13, 39,

for 69: 1, 3, 23, 69, and

for 12: nothing new.

©Thomas Zeugmann



Kasiski’s Algorithm V

Thus, 3 is the most frequent divisor found, since it divides all
distances.

Moreover, since several words have been pretty long, it is
highly improbable that this is just by chance.
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Kasiski’s Algorithm V

Thus, 3 is the most frequent divisor found, since it divides all
distances.

Moreover, since several words have been pretty long, it is
highly improbable that this is just by chance.

Consequently, we conjecture the key word length to be 3. In
order to perform the monoalphabetical attacks, we rewrite the
ciphertext in three columns as described above and obtain:

©Thomas Zeugmann
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So S1 Sp2 “ So S1 52“ Sp S1 S “ So S1 Sz“

So S1 Sz“ Sp S1 S2

LQH
TSL
TCK
L VN
TWW

>t I o< <

<gwm-Oo T~ Wwn~mT
SO<o~TIomroZARZ

YMT
URA
BAB
KV X
HH B
UGT
BBT
AV X
HFM
VTL
HI G
HPN
PzZW
PBZ
PGG
VHW
PGV
BGL
LRA
LFX

AV X
TCL
AQH
TAH
UAB
ZHT
RSB
UPN
PZW
PBZ
HGT
BBT
PGM
VVT
CSM
VCL
TOE
SOL
ACO
LK B

AVM
VCY
LKL
ACG
LGB
MH A
LGM
V] X
PGH
UZR
HAB
ZSK
HPE
LHB
UMF
LHT
S PH
EKB
AVT
] CN

Wz X
VTL
ACG
LGH
UHH

==
= T
>

SNLwHEREE—~C—<0O
OSu—mNROLNONW®W
OZrOEH~—=Zp»Z201R

©Thomas Zeugmann
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"Countmg Letters

For each column s, s1, sz counting yields:

| Letter | so [ s1 | s2 [[ Letter [ so | s1 [ sz |

A 1215 |9 N 0|01 4
B 4 |9 |12 @) 6 | 4| 2
C 2 |111| 0 P 1017 |0
D 21010 Q 0210
E 110 4 R 11315
F 1110 2 S 51130
G 0|13 ] 10 T 6 | 4 |13
H 15114 | 11 U 9111
I 1173 \Y% 14|11 | 2
J 21210 W 213 ]6
K 115 )| 4 X 0| 112
L 2711 |13 Y 4 101
M 22|17 Z 71512

©Thomas Zeugmann
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“Statlstlcal‘In'f'ormatlbun for English

E | 1231% | O [ 794% || S | 6.59 %
T1]1959% | N|[719% || R | 6.03%
Al 805% (|I [718% || H| 514 %

But the ciphertext received has been pretty short.
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‘Statlstlcal‘ln'formatldh for English

E | 1231% | O [ 794% || S | 6.59 %
T1]1959% | N|[719% || R | 6.03%
Al 805% (|I [718% || H| 514 %

But the ciphertext received has been pretty short.

Refinement: triple RST is the only of consecutive letters that all
have high frequency.
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0000000000080

‘Statlstlcal‘ln'formatldh for English

E | 1231% | O [ 794% || S | 6.59 %
T1]1959% | N|[719% || R | 6.03%
Al 805% (|I [718% || H| 514 %

But the ciphertext received has been pretty short.

Refinement: triple RST is the only of consecutive letters that all
have high frequency.

Idea: search for triples of consecutive letters having
simultaneously high frequency.

©Thomas Zeugmann



0000000000080

‘Statlstlcal‘ln'formatldh for ”English

E | 1231% | O [ 794% || S | 6.59 %
T1]1959% | N|[719% || R | 6.03%
Al 805% (|I [718% || H| 514 %

But the ciphertext received has been pretty short.

Refinement: triple RST is the only of consecutive letters that all
have high frequency.

Idea: search for triples of consecutive letters having
simultaneously high frequency.

There are two such triples: TUV and YZA

©Thomas Zeugmann
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Looking at

’ Letter ‘ So ‘ S1 ‘ So H Letter ‘ So ‘ S1 ‘ S> ‘
A 121519 N 00| 4
B 4 |19 |12 O 6 | 4| 2
C 2 111] 0 P 10017 (0
D 21010 Q 01210
E 1101 4 R 1135
F 1110 2 S 5113]| 0
G 0 (13|10 T 6 | 4|13
H 15|14 | 11 U 911 |1
I 11713 \Y 14111 | 2
] 220 W [2]3]6
K 1|15 )| 4 X 01112
L 27 1 |13 Y 4 101
M 2| 2|17 Z 71512

©Thomas Zeugmann



Relooking at TUV and YZA ’

Assuming R — T, S — U, and T — V results in conjecturing a
monoalphabetic right shift by two positions, i.e.,

©Thomas Zeugmann
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Relooking at TUV and YZA

Assuming R — T, S — U, and T — V results in conjecturing a
monoalphabetic right shift by two positions, i.e.,

ABCDEFGHIJKLMNOPQRSTUVWXYZ
CDEFGHI JKLMNOPQRSTUVWXY ZAB

©Thomas Zeugmann
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'F{elooking at

Assuming R — T, S — U, and T — V results in conjecturing a
monoalphabetic right shift by two positions, i.e.,

ABCDEFGHIJKLMNOPQRSTUVWXYZ
CDEFGHI JKLMNOPQRSTUVWXY ZAB

Thus, Y, Z, and A would be the image of W, X, and Y,
respectively. Consequently, the letters W, X, and Y must appear
4,7, and 12 times, respectively, in the plaintext. This seems
highly unlikely.

©Thomas Zeugmann
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Relooking at TUV and YZA

Assuming R — T, S — U, and T — V results in conjecturing a
monoalphabetic right shift by two positions, i.e.,

ABCDEFGHIJKLMNOPQRSTUVWXYZ
CDEFGHI JKLMNOPQRSTUVWXY ZAB

Thus, Y, Z, and A would be the image of W, X, and Y,
respectively. Consequently, the letters W, X, and Y must appear
4,7, and 12 times, respectively, in the plaintext. This seems
highly unlikely.

Therefore, we favor R — Y, S — Z,and T — A resulting in:

©Thomas Zeugmann



Cr ana
®00000000000

"“i;{elook‘ing at TUV an

Assuming R — T, S — U, and T — V results in conjecturing a
monoalphabetic right shift by two positions, i.e.,

ABCDEFGHIJKLMNOPQRSTUVWXYZ
CDEFGHI JKLMNOPQRSTUVWXY ZAB

Thus, Y, Z, and A would be the image of W, X, and Y,
respectively. Consequently, the letters W, X, and Y must appear
4,7, and 12 times, respectively, in the plaintext. This seems
highly unlikely.

Therefore, we favor R — Y, S — Z,and T — A resulting in:

ABCDEFGHI]JKLMNOPQRSTUVWXYZ
HIJKLMNOPQRSTUVWXYZABCDEFG

©Thomas Zeugmann



Looking at the 2nd Column |

We find ABC and FGH (possibly ZAB and GHI, too; but they
are less probable). Using similar arguments as above, ABC is
less probable than FGH. Thus, we continue working with

©Thomas Zeugmann



Looking at the 2nd Column »

We find ABC and FGH (possibly ZAB and GHI, too; but they
are less probable). Using similar arguments as above, ABC is
less probable than FGH. Thus, we continue working with

ABCDEFGHI JKLMNOPQRSTUVWXY Z
OPQRSTUVWXYZABCDEFGHI ] KLMN

©Thomas Zeugmann




Looking at the 3rd Column »

Here, KLM and FGH are possible candidates. First, we favor
KLM; thus obtaining:

©Thomas Zeugmann



Looking at the 3rd Column »

Here, KLM and FGH are possible candidates. First, we favor
KLM; thus obtaining:

ABCDEFGHIJKLMNOPQRSTUVWXYZ
TUVWXYZABCDEFGHI]JKLMNOPQRS

©Thomas Zeugmann



Putting it all Together ’

Our three conjectures

to(x) = x+7 mod 26,
t1(x) = x+14 mod 26,
t(x) = x+19 mod 26,

ie.,

©Thomas Zeugmann
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'Putting it all Together

Our three conjectures

to(x) X+ 7 mod 26,
t1(x) x + 14 mod 26,
t(x) = x+19 mod 26,

ie.,

ABCDEFGHI JKLMNOPQRST
HI JKLMNOPQRSTUVWXYZA
OPQRSTUVWXYZABCDEFGH
TUVWXYZABCDEFGHTI JKLM

Z— 5 C
o—nNn<
RS

©Thomas Zeugmann



Cr Cr
0O00@00000000

'Putting it all Together

Our three conjectures

to(x) x + 7 mod 26,
t1(x) x + 14 mod 26,
t(x) = x+19 mod 26,

ie.,

ABCDEFGHI JKLMNOPQRST
HI JKLMNOPQRSTUVWXYZA
OPQRSTUVWXYZABCDEFGH
TUVWXYZABCDEFGHTI JKLM

Z— 5 C
OoO—nNn<
HRO S

provide the key word HOT.

©Thomas Zeugmann



nere Tableau

(o]
(o]
[¢]
(o]
[¢]
[ ]
[¢]
(o]
(o]
[e]

'Deci'pherihg

Keyword: HOT Ciphertext: AVXZHHCSBZHALVXHFMVTLHIGH

N<PRUQARKEKOIE—=—M4ASZO0A0Mn =D > X >
H*N<PUABEQOI—~—¥AS3Z0~n0MoED > 2 X
XAN<RUOABREUI~—8A3Z0~A0nE=D>Z
EXANCRUABEUI -~ A3Z0~0rKnED>
SEZXAN<CRUAEEQIL——M4A3Z0a0MnE=D
D>ZXRANCRUAMEQI == A3 Z0~0OM®nH
EDPEZX>N<CRUAHLUT~—~4ASZ0~0x®n
NED>EZEXNCRUABMKOT =~ ASZ0~0x
MEAED>ZXAN<<RUABMKOT—~—~¥ASZ0~0
OMOED>EZXANCAUAHEOT ~—X A3 Z0
RO OEDPEZX>N<CRUAKMELOILI~—¥ASZ0
OrROMOEDFZX>N<RUAMEOIT~—XA3SZ
ZOROMOED>ZX>NCRUARKOT —~—XAS
SZOROMOED>ZXAN<COUAREOT —~—¥A
ASZOROMOED>ZX>N<RUAREQOI ——X
MASZOROMOED>ZX>NCRUARKQOT ——
—YASZOAROKOEDSZXAN<ARUARKQ T~
— M ASZOMROOED>EX 2 N<RUARELOT
I——ASZO~R0OMOED>ZIX>N<RUAXELQ
UL ~—¥ASZOAONMOED>ZX>N<RUA®K
HUOL—~—M8ASZOMOKOED>ZX>N<PLUAMX
HMEOT~—¥A3Z0a0OED>ZTX>N<RrUA
AEEUL—~—M8A3SZ0A0M0NED>ZX>N<AU
UAREQIE~—ASZOAOMOED>ZT X =N<®
PMUAREOI~—¥ASZO0AO0NMOED>Z X >NI
<PUARKERQOI~—MASZOAO0Mn =D >Z X >N

Plaintext: T




nere Tableau

(o]
(o]
[¢]
(o]
[
(o]
[¢]
(o]
(o]
[e]

'Deci'pherihg

Keyword: HOT = Ciphertext: AVXZHHCSBZHALVXHFMVTLHIGH

N<PRUQARKOIE—=—M4ASZO0A0Mn =D > X >
H*N<PUABEQOI—~—¥AS3Z0~n0nED > 2 X
XAN<RUOABMEUID~—8A3Z0~A0nE=D>Z
EXANCRUABEUI -~ A3Z0~0~KnED>
SEZXAN<CRUAHEEQIL——M4A3Z0~a0MnE=D
D>ZXRANCRUABMEQOI = —¥ASZ0~0OM®H
EDPEZX>N<CRUAHLUT~—~¥ASZ0~0x®n
NED>EZEXNCRUABMEOT =~ ASZ0~0x
MENED>ZXAN<CRUABMKOT—~—~¥ASZ0~0
OMOEDFPZX>N<<RUABMERUOT~—¥A3Z20~
RO OED>EZX>N<CRUARELOILI~—XASZ0
OrROMOEDEEZXANCRUAREKOID——XASZ
ZO~ROMOED>ZX>NCOUARKOT —~—XAS
SZOAOMOEDEEZX>NCRUAMEOI ——XJ
ASZOROMOED>ZX>N<RUAREOI ——X
MASZOAROMOED>ZX>NCRUARKQOT ——
—YASZOMOMOEHED>EXAN<RUAREQO T~
M ASZOA0OMOEDEEXAN<RUAREOT
T——ASZO~R0OMOWED>ZIX>N<RUAXELQ
OL—=—¥ASZOrOMOED>ZX>N<RUAQMK
FHUOL—~—M8ASZOMOKOED>ZX>N<PUAMX
HMEOT~—¥A3Z0a0OED>ZTX>N<RrUA
AEEUL—~—M8A3SZ0A0MnED>ZX>N<AU
UAREQIE~—ASZOAOMOED>ZTX>N<®
MUAHEKOILI == ASZ0a0MnED>Z X >N<
<PUAMEUID—=—MASZO0~A0MOED>Z X >N

Plaintext: TH




nere Tableau

(o]
(o]
[¢]
[ ]
[¢]
(o]
[¢]
(o]
(o]
[e]

'Deci'pherihg

Keyword: HOT  Ciphertext: AVXZHHCSBZHALVXHFMVTLHIGH

N<PRUQARKOIE—=—M4ASZO0A0Mn =D >Z X >
HN<PUABEQOI—~—¥AS3Z0~r0MoED > 2 X
XAN<RUOABMEUI~—¥A3Z0~A0nE=D>Z
EXANCRUARRUI -~ A3Z0~0~KnED>
SEZXAN<CRUAHEEQIL——M4A3Z0~0MnE=D
D>ZXRANCRUAMEQOI = —¥ASZ0~0OM®»H
EDP>EZX>NCRUAMEOI~—M4ASZOA0OM®
NED>EZEXNCRUABMKMOT =~ ASZ0~0x
ENED>ZXAN<<RUABMKOT—~—~¥ASZ0~0
OMOEDFPZX>N<<RUABMERUOT~—M¥A3Z20~
RO OED>EZX>N<CRUAKMELOILI~—XASZ0
OrOMOEDPZX>N<RUADEOIT~—XA3SZ
ZO~ROMOED>ZX>NCOUAREOT —~—XAS
SZOAOMOEDEEZX>NCRUAMEOI ——XJ
ASZOrROOED>ZX>N<RUAREQOI ——X
MASZOAROMOED>ZX>NCRUARKQOT ——
—YASZOMOMOHED>EXAN<RUARKQO T~
M ASZOA0OMOEDSEXAN<RUAREOT
T——ASZO~R0OMOED>ZIX>N<RUAXELQ
UL ~—¥ASZOAOMOED>ZX>N<RUA®K
FRUOL—~—M8ASZOMOKOED>ZX>N<PLUAMX
HMEOL~—¥A3Z0a0OED>ZTX>N<RrUA
AEEUL—~—8A3SZ0A0MnED>ZX>N<AU
UAREQIE~—ASZOMOMOED>ZT X =N<®
PMUAHKOILI == ASZ0a0MnED>Z X >N<
<PUAHRKOIEI~—MASZOA0MnED>Z X >N

Plaintext: THE




nere Tableau

(o]
(o]
[ 3
(o]
[¢]
(o]
[¢]
(o]
(o]
[e]

'Deci'pherihg

Keyword: HOT Ciphertext: AVXZHHCSBZHALVXHFMVTLHIGH

N<PRUQARKEKOIE—=—M4ASZO0OA0Mn =D > X >
HN<PUABEQOI—~—¥AS3Z0~n0onED > 2 X
XAN<RUOABREUI~—8A3Z0~A0nE=D>Z
EXANCRUAREUI -~ A3Z0~0rKnED>
SEZXAN<CRUAEEQIL——M4A3Z0a0MnE=D
D>ZXRANCRUAMEQOI = —¥ASZ0~0OM®nH
EDPEZX>N<CRUAHLUT~—~M¥ASZ0~0x®n
NED>EZEXNCRUABMEOT =~ ASZ0~0
MEAED>ZXAN<<RUABMKOT~—~¥ASZ0~0
OMOEDFPZX>N<CRUABNERUOT~—¥A3Z20~
RO OEDPEZX>N<CRUAKMELOILI~—XASZ0
OrROMOEDPZX>N<RUADEOIT~—XA3Z
ZOROMOED>ZX>NCRUAREOT —~—XAS
SZOAOMOEDEEZX>NCRUAMEOI ——XJ
ASZOROOED>ZX>N<RUAREQOI ——X
MASZOAROMOED>ZX>NCRUARKQOT ——
—YASZOMOMOEHED>EXAN<RUARKLQO T~
M ASZOA0OMOEDEEZXAN<RUAREOT
I——ASZO~ROMOED>ZIX>N<RUAXELQ
OL—=—¥ASZOr0OMOED>ZX>N<RUAQMK
HUOL—~—M8ASZOMOKOED>ZX>N<PLUAMX
HMEOL~—¥A3Z0a0OED>ZTX>N<RrUA
AEEUL—~—8A3SZ0A0MnEDEZX>N<AU
UAREQIE~—ASZOMOMOED>ZT X =N<®
MUAHEKOILI == ASZ0a0MnED>Z X >N<
<PUARKQOIEI~—MASZOAO0MOED>Z X >N

Plaintext: THES




nere Tableau

[¢]
[ ]
[¢]
(o]
[¢]
(o]
[¢]
(o]
(o]
[e]

'Deci'pherihg

Keyword: HOT Ciphertext: AVXZHHCSBZHALVXHFMVTLHIGH

N<RUQARKEKOIE—=—M4ASZO0A0Mn =D > X >
H*N<PUABEQOI—~—¥ASZ0~r0MoED > 2 X
XAN<RUOABREUI~—¥A3Z0~A0nE=D>Z
EXANCRUABEUI -~ A3Z0~0~KnED>
SEZXAN<CRUAHEEQID——M4A3Z0~a0MnE=D
D>ZXRANCRUABMEQOI = —¥ASZ0~0M®»H
EDPEZX>N<CRUAHLUT~—~¥ASZ0~0x®n
NED>EZEX>NCRUABMKOT =~ ASZ0~0x
MENED>PEZXAN<<RUABMKOT—~—~¥ASZ0~0
OMOEDFPZX>N<<RUABMERUOT~ =320~
RO OED>ZX>N<CRUAKMELOIDI~—¥ASZ0
OrOMOEDPZX>N<RUADEUOIT~—XA3SZ
ZO~ROMOED>ZX>NCOUAREOT —~—XAS
SZOAOMOEDEEZX>NCRUAMEOI ——XJ
ASZOROMOED>ZX>N<AUAREOI ——X
MASZOAROMOED>ZX>NCRUARKQOT ——
—YASZOMOMOEHD>EXN<RUARELO T~
M ASZOA0OMOEDSEXAN<RUAREOT
I——ASZO~R0OMOED>ZIX>N<RUAXELQ
OL—=—¥ASZO~rOMOED>ZX>N<RUAQMK
FUOL—~—M8ASZOMOKOED>ZX>N<PLUAMX
HMEOTL~—¥A3Z0a0OED>ZTX>N<RrUA
AEEUL—~—M8A3SZ0A0M0nED>ZX>N<AU
UAREQIE~—ASZOAOMOED>ZTX=N<®
MUAHKOILI == ASZ0a0MnED>Z X >N<
<PUARKEKQOIE~—MASZOAO0MnED>Z X >N

Plaintext: THEST




nere Tableau

[¢]
[ ]
[¢]
(o]
[¢]
(o]
[¢]
(o]
(o]
[e]

'Deci'pherihg

Keyword: HOT Ciphertext: AVXZHHCSBZHALVXHFMVTLHIGH

N<RUQARKEKOIE—=—M4ASZO0A0Mn =D > X >
H*N<PUABEQOI—~—¥ASZ0~r0MoED > 2 X
XAN<RUOABREUI~—¥A3Z0~A0nE=D>Z
EXANCRUABEUI -~ A3Z0~0~KnED>
SEZXAN<CRUAHEEQID——M4A3Z0~a0MnE=D
D>ZXRANCRUABMEQOI = —¥ASZ0~0M®»H
EDPEZX>N<CRUAHLUT~—~¥ASZ0~0x®n
NED>EZEX>NCRUABMKOT =~ ASZ0~0x
MENED>PEZXAN<<RUABMKOT—~—~¥ASZ0~0
OMOEDFPZX>N<<RUABMERUOT~ =320~
RO OED>ZX>N<CRUAKMELOIDI~—¥ASZ0
OrOMOEDPZX>N<RUADEUOIT~—XA3SZ
ZO~ROMOED>ZX>NCOUAREOT —~—XAS
SZOAOMOEDEEZX>NCRUAMEOI ——XJ
ASZOROMOED>ZX>N<AUAREOI ——X
MASZOAROMOED>ZX>NCRUARKQOT ——
—YASZOMOMOEHD>EXN<RUARELO T~
M ASZOA0OMOEDSEXAN<RUAREOT
I——ASZO~R0OMOED>ZIX>N<RUAXELQ
OL—=—¥ASZO~rOMOED>ZX>N<RUAQMK
FUOL—~—M8ASZOMOKOED>ZX>N<PLUAMX
HMEOTL~—¥A3Z0a0OED>ZTX>N<RrUA
AEEUL—~—M8A3SZ0A0M0nED>ZX>N<AU
UAREQIE~—ASZOAOMOED>ZTX=N<®
MUAHKOILI == ASZ0a0MnED>Z X >N<
<PUARKEKQOIE~—MASZOAO0MnED>Z X >N

Plaintext: THESTO




nere Tableau

[¢]
[ ]
[¢]
(o]
[¢]
(o]
[¢]
(o]
(o]
[e]

'Deci'pherihg

Keyword: HOT Ciphertext: AVXZHHCSBZHALVXHFMVTLHIGH

N<RUQARKEKOIE—=—M4ASZO0A0Mn =D > X >
H*N<PUABEQOI—~—¥ASZ0~r0MoED > 2 X
XAN<RUOABREUI~—¥A3Z0~A0nE=D>Z
EXANCRUABEUI -~ A3Z0~0~KnED>
SEZXAN<CRUAHEEQID——M4A3Z0~a0MnE=D
D>ZXRANCRUABMEQOI = —¥ASZ0~0M®»H
EDPEZX>N<CRUAHLUT~—~¥ASZ0~0x®n
NED>EZEX>NCRUABMKOT =~ ASZ0~0x
MENED>PEZXAN<<RUABMKOT—~—~¥ASZ0~0
OMOEDFPZX>N<<RUABMERUOT~ =320~
RO OED>ZX>N<CRUAKMELOIDI~—¥ASZ0
OrOMOEDPZX>N<RUADEUOIT~—XA3SZ
ZO~ROMOED>ZX>NCOUAREOT —~—XAS
SZOAOMOEDEEZX>NCRUAMEOI ——XJ
ASZOROMOED>ZX>N<AUAREOI ——X
MASZOAROMOED>ZX>NCRUARKQOT ——
—YASZOMOMOEHD>EXN<RUARELO T~
M ASZOA0OMOEDSEXAN<RUAREOT
I——ASZO~R0OMOED>ZIX>N<RUAXELQ
OL—=—¥ASZO~rOMOED>ZX>N<RUAQMK
FUOL—~—M8ASZOMOKOED>ZX>N<PLUAMX
HMEOTL~—¥A3Z0a0OED>ZTX>N<RrUA
AEEUL—~—M8A3SZ0A0M0nED>ZX>N<AU
UAREQIE~—ASZOAOMOED>ZTX=N<®
MUAHKOILI == ASZ0a0MnED>Z X >N<
<PUARKEKQOIE~—MASZOAO0MnED>Z X >N

Plaintext: THESTOV




nere Tableau

[¢]
[ ]
[¢]
(o]
[¢]
(o]
[¢]
(o]
(o]
[e]

'Deci'pherihg

Keyword: HOT Ciphertext: AVXZHHCSBZHALVXHFMVTLHIGH
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Inserting Blanks

THE STOVE IS THE HEART OF SAUNA

WHEN YOU THROW . ..
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Inserting Blanks

THE STOVE IS THE HEART OF SAUNA

WHEN YOU THROW . ..

Wow, that’s a message about sauna.
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Complete Solution

“The stove is the heart of sauna. When you throw water on the
stones, the air becomes more humid and feels hotter. You are
thus able to experience both dry and humid heat in sauna. The
art of sauna building is not discussed here. The most common
mistake in building a sauna is to have too small a stove with too
few stones. If the stove is only a miserable tiny metal box with
a couple of stones on the top, then the room cannot be heated
properly unless it is very small. Never be stingy with the heart
of sauna.”
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VXH appeared thrice in ciphertext.
VXH constitutes the cipher of HEA.

But, the different appearances of VXH in the ciphertext stem
from

HEART, HEATING and THEART.

So, there was a bit luck for deciphering the text.

On the other hand, the most frequent letters in each class have
beenE, T, A,O,N, I, S, H, R.
Thus, the keyword was much too short for the plaintext.
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Final Remarks

Kahn credits Giovan Batista Belaso (1553) for having “proposed
the use of a literal, easily remembered, and easily changed key
... for a polyalphabetic cipher,” for what we know today as the
Vigenere cipher.
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Kahn credits Giovan Batista Belaso (1553) for having “proposed
the use of a literal, easily remembered, and easily changed key
... for a polyalphabetic cipher,” for what we know today as the
Vigenere cipher.
According to Kahn, Vigenere himself developed a far more
sophisticated system, an “autokey” that uses the plaintext as its
own key. For example, if we want to encrypt

THIS IS A SECRET MESSAGE
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Kahn credits Giovan Batista Belaso (1553) for having “proposed
the use of a literal, easily remembered, and easily changed key
... for a polyalphabetic cipher,” for what we know today as the
Vigenere cipher.
According to Kahn, Vigenere himself developed a far more
sophisticated system, an “autokey” that uses the plaintext as its
own key. For example, if we want to encrypt

THIS IS A SECRET MESSAGE
we choose a secret seed key character, say “D,” and we write:
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Kahn credits Giovan Batista Belaso (1553) for having “proposed
the use of a literal, easily remembered, and easily changed key
... for a polyalphabetic cipher,” for what we know today as the
Vigenere cipher.
According to Kahn, Vigenere himself developed a far more
sophisticated system, an “autokey” that uses the plaintext as its
own key. For example, if we want to encrypt

THIS IS A SECRET MESSAGE
we choose a secret seed key character, say “D,” and we write:

autokey: DTHISISASECRETMESSAG
message: THISISASECRETMESSAGE

©Thomas Zeugmann
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Final Remarks

Kahn credits Giovan Batista Belaso (1553) for having “proposed
the use of a literal, easily remembered, and easily changed key
... for a polyalphabetic cipher,” for what we know today as the
Vigenere cipher.
According to Kahn, Vigenere himself developed a far more
sophisticated system, an “autokey” that uses the plaintext as its
own key. For example, if we want to encrypt

THIS IS A SECRET MESSAGE
we choose a secret seed key character, say “D,” and we write:

autokey: DTHISISASECRETMESSAG
message: THISISASECRETMESSAGE

Additionally, Vigenere proposed scrambling the row and
column indexing alphabets at the top and side. This scrambling
plus the seed character would form what we would consider
the “secret key” nowadays.

©Thomas Zeugmann
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